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Abstract—Suppose Bob, the boss in Company A, pays a secure
cloud storage service and authorizes all the employees in that
company to share such a service. There exists a user hierarchy:
Bob is the user at the upper level and all the employees in the
company are the users at the lower level. In this paper, we design
and construct a scheme, which enables the user at the upper level
to efficiently share the secure cloud storage services with all the
users at the lower level. A sender can specify several users at the
lower level as the recipients for a file by taking the number and
public keys of the recipients as inputs of a hierarchical identity-
based encryption algorithm, which enables only the user at the
upper level, as well as the intended recipients, to decrypt the
file using their own private keys. Using our scheme, the sender
needs to encrypt a file only once, and store only one copy of the
corresponding ciphertext in a “cloud” communicating with none
of the recipients while encrypting a file to multiple recipients. To
our best knowledge, this paper is the first to realize the efficient
sharing of the secure storage services in cloud computing.

Index Terms—secure storage; cloud computing; hierarchical
identity-based encryption; multiple recipients

I. INTRODUCTION

Cloud computing, as one of the 2010 Top 10 Strategic
Technologies, enables users to consume computing and storage
resources as services, and pay a cloud service provider (CSP)
only for what they use. With the rapid development of cloud
computing, users can enjoy more comprehensive, scalable,
and secure services. We consider the following application
scenario: Bob, who is the boss in Company A, pays a CSP for a
secure cloud storage service, and authorizes all the employees
in the company to share such a service.

On Monday: Bob has a confidential file f and wants his
employees, Alice and Clark, to make a cooperative report on f
in two days. He stores f on the CSP, and later Alice retrieves
it for making a draft report f "

On Tuesday: Alice stores a draft report f’ on the CSP, and
later Clark retrieves f and f’ for making a final report f”.

On Wednesday: Clark stores a final report f " on the CSP,
and later Bob retrieves f, f ", and f " for inspecting the works
collaborated by Alice and Clark.

For the sake of not leaking any information about f, it is
essential to ensure that f, and its relevant reports f “and f,
can only be read by Bob and employees Alice and Clark, who
participate in making the cooperative report. Therefore, Bob
may wish to enjoy the following services: (1) Although some
important files of Company A are stored in the cloud, the CSP
has no idea of any information regarding these files. (2) He
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is able to read all the files stored in the cloud, whereas an
employee can only read the files that he is qualified to read.
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Fig. 1. User hierarchy in the sharing of the secure cloud storage services

The natural way to satisfy the above service demands is to
encrypt the files before storing them in a cloud. In the above
application scenario, a confidential file involves more than one
recipients. Therefore, the adopted encryption system should be
“one-to-many”, in which one encrypted file can be decrypted
by multiple intended recipients.

There has been a lot of research conducted on this field,
the most promising and interesting of which is attribute-based
encryption (ABE) schemes. The first construction for a ABE
system was proposed by Sahai et al [14], in which a sender
encrypts a message, specifying an attribute set and a number
d, so that only a recipient who has at least d attributes of
the given attributes can decrypt the message. Based on their
work, Goyal et al [15] proposed a fine-grained access control
ABE scheme, which supports any monotonic access formula
consisting of AND, OR, or threshold gates. Their scheme is
characterized as key-policy ABE (KP-ABE) since the access
structure is specified in the private key, while the attributes
are used to describe the ciphertexts. Bethencourt et al [16]
introduced a ciphertext-policy ABE (CP-ABE) scheme, in
which the roles of the ciphertexts and keys are reversed in
contrast with the KP-ABE scheme: The access structure is
specified in the ciphertext, while the private key is simply
created with respect to an attributes set. In recent work, Chase
[17] provided a construction for a multi-authority ABE system,
where each authority would administer a different domain of
attributes. Chase et al [18] provided a more practice-oriented
multi-authority ABE system, which removes the trusted central
authority while preserving user privacy. Among others, Yu



et al [19] exploited and uniquely combined techniques of
KP-ABE, proxy re-encryption (PRE), and lazy re-encryption
(LRE) to delegate most of the computation tasks involved
in user revocation to untrusted CSPs without disclosing the
underlying data contents, which may make a KP-ABE system
more applicable in a cloud environment.

The existing ABE schemes can enable a sender to encrypt
a message to multiple recipients in an efficient way, and
in consequence, they can be applied to access control in
encrypted file systems for securely sharing the information.
However, an ABE system may not be applicable in the sharing
of a cloud storage service, largely because it cannot embody
the user hierarchy in such an environment (see Fig. 1). In an
ABE system, there are only two parties: attribute authorities
(AA) and users, where all the users at the same level request
their secret keys from a single AA or multiple AAs at the same
level, and can only decrypt the files that they are qualified to
read.

In the above application scenario, Bob can not only autho-
rize all the employees in Company A to share such a service,
but also read all the files stored on the CSP. It is natural that
Bob also generates the secret keys for all the employees in that
company at the time of authorization. Obviously, there exists
a user hierarchy, in which Bob is the user at the upper level
(from here-on referred to as the upper-level user), whereas all
the employees are the users at the lower level (from here-on
referred to as the lower-level users). Therefore, the adopted
encryption system in such an environment not only should be
“one-to-many”, but also it should be “hierarchical”.

Based on the above mentioned analysis, we propose an
efficient sharing of the secure cloud storage services (ESC)
scheme. Our contributions are fourfold:

1) The problem with efficient sharing of the secure cloud
storage services is introduced for the first time. A user
will enjoy a more comprehensive, scalable, and secure
service as the resolution of such a problem comes out.

2) A hierarchical identity-based architecture in cloud com-
puting is proposed to embody the user hierarchy in
the sharing of the secure cloud storage services. In
this architecture, the root private key generator (PKG)
delegates the upper-level user as the lower-level PKG to
generate the secret keys for all the lower-level users.
The upper-level user, and all the lower-level users,
compose a domain, in which authentication and secret
key transmission can be carried out, locally.

3) The proposed ESC scheme applies and tailors the hierar-
chical identity-based encryption to a cloud environment.
Using our scheme, the sender needs to encrypt a file
only once, and store only one copy of the corresponding
ciphertext in a cloud communicating with none of the
recipients. But, the upper-level user and all the intended
recipients can successfully recover the file using their
own private keys.

4) The proposed ESC scheme is collusion resistant, which
has semantical security against adaptive chosen plaintext
attacks in the random oracle model under the Bilinear

Diffie-Hellman (BDH) assumption [1].

The rest of this paper is organized as follows: We review
some related work in Section II, and introduce some prelimi-
nary definitions and technologies in Section III. We provide an
overview of our proposed scheme in Section IV, and construct
the proposed scheme based on the bilinear map in Section
V. We analyze the performance and security of the proposed
scheme in Section VI, and conclude this paper in Section VII.

II. RELATED WORK

The first construction for a hierarchical identity-based en-
cryption (HIBE) system was proposed by Gentry et al [2],
which has chosen ciphertext security in the random oracle
model under the BDH assumption. In their scheme, a root PKG
needs only to generate private keys for domain-level PKGs,
who in turn generate private keys for users in their domains
in the next level. Authentication and private key transmission
can be carried out locally. A subsequent construction by
Boneh et al [4] provides a HIBE system with secure identity
security under BDH assumption without random oracles. In
both constructions, the length of ciphertexts and private keys,
as well as the time needed for decryption and encryption,
grows linearly with the depth of a recipient in the hierarchy.
For better performance, Boneh et al [S] provide an efficient
HIBE system with a constant length of ciphertexts and a
constant number of bilinear map operation in decryption. In
recent work, Gentry et al [6] proposed a fully secure HIBE
scheme by using identity-based broadcast encryption with key
randomization; Waters [7] achieved full security in systems
under simple assumption by using dual system encryption.

In this paper, we borrow ideas from Gentry et al [2]. In their
scheme, a user public key is an ID-tuple, which consists of the
user’s identity (ID) and the IDs of the user’s ancestors; each
PKG uses its secret keys (including a master key and a private
key) and a user public key to generate secret keys for each user
in its domain; the encrypter uses system parameters and a user
public key to encrypt a file, so that only the intended recipient
whose public key is on input of the encryption process can
decrypt the file using his private key. The limitations of the G-
HIBE include: (1) Both the computational cost for decryption,
and the length of ciphertexts grow linearly with the depth of
the recipient in the hierarchy. Although they also proposed a
Dual-HIBE to shorten the length of the ciphertexts, it may
not work well if the sender and the recipient didn’t share a
common ancestor at a lower level. (2) Any of the recipient’s
ancestors can use his own private key to decrypt the file.

The insights behind the second limitation is that a user can
recover a file using his own private key, in case that his public
key is as input during encryption, due to the construction of
user public key, user private key, and encryption algorithm.
However, we consider this limitation as a kind of valuable
property that can enable a sender to encrypt a file to multiple
recipients (the recipient and all his ancestors). Getting the
insights behind such a property, we propose the ESC scheme
with full collusion resistance, in which any lower-level user



who is not an intended recipient, is unaware of any information
in regards to the encrypted file, even if all of them collude.

III. PRELIMINARIES

We introduce some related definitions and complexity as-
sumptions, which closely follow those in Boneh et al [1].

Definition 3.1 (Bilinear map): Let G; and G2 be two cyclic
groups of some large prime order g, where G is an additive
group and Go is a multiplicative group. A bilinear map,
é: G1 x Gy — Go, satisfies the following properties:

(1) Computable: There is a polynomial time algorithm to
compute é(P, Q) € Go, for any P,Q € G;.

(2) Bilinear: é(aP,bQ) = é(P, Q) for all P,Q € G; and all
a,b e Zy.

(3) Non-degenerate: The map does not send all pairs in
G1 x G to the identity in Go.

Definition 3.2 (BDH Parameter Generator): A randomized
algorithm Z¢ is called a BDH parameter generator if ZG takes
a sufficiently large security parameter KX > 0 as input, runs
in polynomial time in K, and outputs a prime number g, the
description of two groups G; and Go of order ¢, and the
description of a bilinear map é : G; x G; — Go.

Definition 3.3 (BDH Problem): Given a random element P €
G+, as well as aP, bP, and cP, for some a, b, c € Z;, compute
é(P, P)%¢ ¢ Gy.

Definition 3.4 (BDH Assumption): If TG is a BDH parameter
generator, the advantage Advzg(B) that an algorithm 5 has
in solving the BDH problem is defined as the probability that
B outputs é(P, P)®¢ on inputs ¢, Gy, Go, é, P, aP, bP, cP,
where < ¢, Gy, Gg, é > are the outputs of ZG for a sufficiently
large security parameter K, P is a random element € G, and
a, b, ¢ are random elements of Z;. The BDH assumption is
that Advzg(B) is negligible for any efficient algorithm 5.

IV. OVERVIEW OF THE PROPOSED SCHEME

A. Hierarchical Identity-Based Architecture

To embody the user hierarchy in the sharing of the secure
cloud storage services, we propose the hierarchical identity-
based architecture in cloud computing (see Fig. 2).

Root PKG

" Lower-level PKG Bob
/ Domain A

Fig. 2. Hierarchical identity-based architecture in cloud computing

From Fig. 2, we can see that the proposed architecture
consists of a root PKG and multiple domains. The root PKG
at the top level is a trusted third party (TTP). The members
in a domain include a lower-level PKG and multiple entities,
where the lower-level PKG at the second level is the upper-
level user, and all the entities at the bottom level are the lower-
level users. In this hierarchical architecture, the root PKG
generates the system parameters for the hierarchical identity-
based encryption system and the secret keys for the lower-level
PKGs, which, in turn generate the secret keys for the entities
in their domains at the bottom level. Therefore, authentication
and secret key transmission can be carried out, locally, in a
domain.

In a domain, the lower-level PKG’s public key is an ID-
tuple consisting of his own ID, whereas the entity’s pub-
lic key is an ID-tuple consisting of his own ID and the
lower-level PKG’s ID. Therefore, the member’s public key
can denote his position in the hierarchical architecture. For
example, Bob and all the employees in Company A con-
stitute a domain, denoted Dom,, where Bob is the lower-
level PKG, and all the employees are entities. Bob requests
the secret keys for Dom, from the root PKG, whereas the
employees request their secret keys from Bob. When the email
address is used as an ID, we have: “Bob@ CompanyA.com”
and “Alice@CompanyA.com” are the IDs of Bob and
Alice, respectively, whereas (“Bob@ CompanyA.com”) and
(“Bob@ CompanyA.com”,“Alice@ CompanyA.com™) are the
public keys of Bob and Alice, respectively.

In a domain, a sender can specify multiple entities as the
recipients for an encrypted file, so that only the lower-level
PKG, as well as the intend recipients, can decrypt the file
using their own private keys. Therefore, the upper-level user
can efficiently share the secure cloud storage services with all
the lower-level users in a domain.

B. Definition of the ESC Scheme

Based on the proposed architecture, we provide the formal
definition of the ESC scheme. Let Bob and all the employees
in Company A constitute a domain, denoted Dom 4. Suppose
there are M employees Eq, ..., Ej; in Dom 4, whose public
keys are denoted as ID-tuple;, = (IDpgp, ID;) for 1 <4 < M.

In Dom 4, when the sender X wants to encrypt a file to N
employees Eq, ..., Exy (1 < N < M), he sends the following
message to the CSP:

MSGxacsp = One2ManyEnc(params, N, ID-tuple,
..., ID-tuple, f),

where params are the system parameters, N is the number
of the intended recipients, ID-tuple,, ..., ID-tuple, are the
ID-tuples of Eq, ..., Ey, respectively, and f is the file.
One2ManyEnc is a hierarchical identity-based encryption al-
gorithm with properties discussed below. For the rest of this
paper, we use the above application scenario as our sample
application.

Our goal is to enable the sender X to take the number and
public keys of the recipients as inputs of the One2ManyEnc



algorithm that will enable Bob, as well as each recipient, to
recover f using his own private key. Any other employee in
Company A, who is outside Eq, ..., Ey, has no idea of any
information regarding f, even if all of them collude.

Definition 4.1 (The ESC Scheme): The ESC scheme consists
of five randomized polynomial time algorithms as follows:

1) RootSetup: The root PKG takes a sufficiently large
security parameter K as input to generate the system
parameters params and a root master key mky. We
write RootSetup(K) = (params,mky). The system
parameters include a description of a finite plaintext
space F', and a description of a finite ciphertext space
C. The system parameters params will be publicly
available, while the root master key mkq is only known
by the root PKG.

2) DomSetup: The root PKG generates the secret keys
for the lower-level PKGs, which, in turn generate the
secret keys for the entities in their domains at the
bottom level. A PKG (either the root PKG or the
lower-level PKG in Domy) takes params, its private
key SKpkq, its master key mkpg, and ID-tuple,
as inputs to generate a private key SK; and a master
key mk; for any member with ID-tuple; in Domj.
We write DomSetup(SKpka, mkpia,ID-tuple,) =

3) One2ManyEnc: The sender X takes params, f € F,
N €{1,..., M}, and the ID-tuples of the N recipients
as inputs, and outputs a ciphertext Cr € C. We write
One2ManyEnc(params, N, ID-tuple,, . .., ID-tuple ,
f)=Cr.

4) UserDec: Bob takes params, a private key SK pop, and
the ciphertext C as inputs to recover the plaintext f.
We write UserDec(params, SKpop, Cy) = f.

5) RecipientsDec: The intended recipient E; for 1 <i < N
takes params, a private key SK;, a master key mk;,
ID-tuple;, and the ciphertext C'y as inputs to recover the
plaintext f. We write RecipientsDec(params, SK;,
mk;, ID-tuple;, Cy) = f.

Using the ESC scheme, the sender X needs to encrypt a file

f only once, and store only one copy of the corresponding ci-
phertext in a cloud communicating with none of the recipients,
but Bob, as well as all the intended recipients can respectively
decrypt C'y using their own private keys. It shows that the ESC
scheme can enable the upper-level user to share the storage
services with all the lower-level users, with efficiency.

Our goal is to realize the efficient sharing of the “secure”
storage services, which means that we still need to prove that
the ESC scheme is collusion resistant, in which any employee
who is outside Ej, ..., Ex is unaware of any information
in regards to f, even if all of them collude. Next, we will
define the security for the ESC scheme in the sense of semantic
security.

C. Semantic Security of the ESC Scheme

We define the security for the ESC scheme in the sense
of semantic security. Semantic security captures our insight

that given a ciphertext, the adversary learns nothing about the
corresponding plaintext, thus we also say that a semantically
secure scheme is IND-CPA secure [1].

As described in Haclgiimfi et al [8], there are two main
attacks under such a circumstance, i.e., outer attacks initiated
by unauthorized outsiders, and inner attacks initiated by an
untrustworthy CSP, as well as some “curious” employees in
Company A. Here, we call an employee who is outside Eq, ...,
Ep, but still wants to read f as a “curious” employee. There-
fore, we consider the adversary targeting the ESC scheme has
both passive and active capabilities, which can eavesdrop all
the communication traffics in a cloud environment and obtain
all the encrypted files of Company A stored on the CSP, and
may collude to compromise the encrypted files.

As those in Boneh et al [1], we strengthen the standard
definition of semantic security for a hierarchical identity-based
encryption by allowing an adversary to obtain the private key
associated with the ID-tuple of any employee in Company A
of his choice, except for Bob’s private key. We refer to such
queries as private key extraction queries. Also, we allow an
adversary to choose the value of NV and the ID-tuples of E;,
..., Ex on which it wishes to be challenged. Even under such
an attack, the adversary should not be able to distinguish an
encryption of a file fy from an encryption of a file f; for
which he did not obtain any of the private keys corresponding
to ID-tuple,;, as well as ID-tuple, ..., ID-tuple .

We say that the ESC scheme is semantically secure against
adaptive chosen plaintext attacks if no polynomially bounded
adversary .4 has a non-negligible advantage against a chal-
lenger in the following game:

Setup: The challenger runs the RootSetup algorithm when
inputting a sufficiently large security parameter K to generate
the system parameters params and a root master key. It gives
the adversary params, but keeps the root master key to itself.

Phase 1: The adversary issues private key extraction queries
at a point ID-tuple, (which is the ID-tuple of an employee in
Company A). The challenger responds by running the Dom-
Setup algorithm to generate the private key S K; corresponding
to ID-tuple,. It sends SK; to the adversary. These queries may
be asked adaptively.

Challenge: Once the adversary decides that Phase 1 is
over, it outputs N, N recipients’ ID-tuples: ID-tuple, ...,
ID-tuple,;, and two equal length plaintexts fo, fi € F on
which it wishes to be challenged. The only constraint is that
none of the ID-tuples appear in any private key query in Phase
1. The challenger picks a random bit b € {0, 1}, sets C'y, =
One2M anyEnc(params, N, ID-tuple, . .., ID-tuple, f),
and sends C'y, as the challenge to the adversary.

Phase 2: The adversary issues more private extraction
queries at a point ID-tuple, (which is the ID-tuple of an
employee in Company A). The only constraint is that ID-tuple,
is outside ID-tuple, ..., ID-tuple,,. The challenger responds
as in Phase 1.

Guess: The adversary outputs a guess b e {0,1}, and wins
the game if b = b'. We define A’s advantage in breaking the
ESC scheme to be Adv(K) = |Prb=1b]-1/2|.



The game above models an attack where the adversary may
collude to try and expose an encrypted file. The adversary
targeting the ESC scheme is adaptive, who cannot only choose
the value IV and the recipients set Eq, ..., Ex, but also request
private keys for employees in Company A, adaptively.

Definition 4.2 (Semantic Security of the ESC Scheme): We say
that the ESC scheme is semantically secure if for any polyno-
mial time adversary .4, the function Adv4(K) is negligible.

V. CONSTRUCTION OF THE ESC SCHEME

In this section, we construct the ESC scheme using the
bilinear map. Let ZG be a BDH parameter generator. We
present the ESC scheme by describing the following five
randomized polynomial time algorithms:

RootSetup: Given a sufficiently large security parameter
K € Z7, the root PKG:

1) runs ZG on input K to generate a prime number ¢, two
groups G and Go of order ¢, and a bilinear map é :
G1 X Gl — Gg.

2) chooses a random generator Py € G.

3) chooses two cryptography hash functions Hy: {0,1}*
— G} and Hy: Gy — {0,1}™ for some n, where H;
and H, are random oracles.

4) picks a random element mkgy € Z,.

5) sets QO = m/{()Po S Gl.

The plaintext space is F' € {0,1}". The ciphertext space is
C = GY x {0,1}", where N is the number of the recipients.
The system parameters params =< q, Gy, Gs, é,n, Py, Qq,
H,, Hy > will be publicly available, while the root master key
mkg is only known by the root PKG.

DomSetup: Given Bob’s public key (IDpg,;), the root PKG
generates the secret keys for Bob as follows:

1) Set Pgoy = Hi(IDgey) € Gy.

2) Set Sy to be the identity element of Gj.

3) Set Spop, = So + mkoPpop € G1.

4) Pick a random element mkpy, € Zg.

5) Set Qpop = mkpopFPo, Q-tupleg,, = (Qpos), and

SKpob = (SBov, Q-tuple,; ).

Bob has two secret keys: a private key SKp,, and a master
key mkpop, Wwhere SK g, consists of a secret point S, and
a Q-tuple in the form of (Qpep). Bob uses SK g, to decrypt
all the files stored in the cloud, and uses S K g, together with
mkpop to generate the private keys for all the employees in
Company A.

Given E;’s public key (IDpep,ID;) for 1 < i < M, Bob
generates the secret keys for E; as follows:

1) Set P, = Hi(IDgu,ID;) € Gy.

2) Set S; = Spoy + mkpoP; € Gy.

3) Pick a random element mk; € Z,.

4) Set Ql = mk; Py, Q—tuplei = (QBOani)’ and S[(z =

(Si, Q-tuple,).

E; (1 <1i < M) has two secret keys: a private key SK; and
a master key mk;, where SK; consists of a secret point .S;
and a Q-tuple in the form of (Qpep, Q;). E; uses SK; and

mk; to decrypt the files that he is qualified to read. It is worth
noticing that E;’s public key (ID ., ID;) can be concatenated
into a string “IDp,p||ID;” (“||” denotes string concatenation),
which is a standard input of the H; hash function.
One2ManyEnc: Given N, E;’s public key (IDpep, ID;) for
1 <i< N, and a file f, the sender X:
1) computes Ppopy = H1(IDpos) € Gi.
2) computes P, = Hy(IDpwp,ID;) € Gy for 1 < i < N.
3) picks a random element r € Zj and computes Uy =

rPy, Uy = rP, ..., Uy = Py, and V = f &
H3(é(Qo, Pob)").
4) sets the ciphertext Cy = [Uy, Uy, ..., Un,V].

To encrypt a file f to N employees Eq, ..., Ex in Company A,
the sender X runs the One2ManyEnc algorithm when inputting
the number and public keys of the recipients, and sends the
corresponding ciphertext Cy to the CSP. It is worth noticing
that the sender has no need to input the public keys of the
recipients orderly, for the reason that all the recipients are at
the same level in the user hierarchy.

UserDec: Given the ciphertext Cy = [Up, Uy, ...,

Bob computes V' & Hy(é(Up, Spob)) to recover f.
Observe that:

Un,V],

Vo HQ( (U07 SBOb))
=V S¥) HQ(é(’I"Po, mk}oPBOb))
=V ©® Hz(é(mkopo, TPBob))
=V ® Ha(é(Qo, Ppob)”) = f

as required.
RecipientsDec: Given the ciphertext Cy = [Uy, U, ...,
Uy, V], the intended recipient E; for 1 <i < N:

1) computes P; = Hi(IDpp, ID;) € Gy.

2) tests whether é(Uj, Q;) = é(mk;P;,Up) for 1 < j <
N. If so, E; sets U =Uj;. Otherwise, E; terminates the
algorithm.

3) computes V © Hy(é(Uy,

Observe that:

Si)/é(Qpob,U)) to recover f.
= é(mk; P;,rPp)

(rP;, mk; Py)

(rP;, Qq)

If the RecipientsDec algorithm does not terminate in the
third step, then there exists U; (1 < j < N) in the ci-
phertext Cy = [Uy,Us,...,Uy, V] satisfying the equations
é(U;, Q;) = é(mk; P;,Uy). Therefore, we have U = U; = rP;.
Using the part of the ciphertext rP;, we have:

=é
=é

V@HQ(é(U()a Si)/é(QBoba U))
=V®Hy(é(rPy, mkoPpoy, +mkpopP;)/e(QBob, 7F;))
=V@® Hy(é(rPy, mkoPpoy)é(rPo, mkpoyP;) /€(Q Bob, 7P;))
=V@ Hy(é(mkoPo,rPpob)é(mkpoyPo, 7P;)/é(QBob, TP;))
=V@ Hy(é(mkoPo,mPpob)é(QBob: 7F;)/€(QBob, TF;))
:V@Hz(é(mkopg,?"PBob))
=V@®Hy(é(Qo, Ppob)") = f

as required.
There are many files of Company A stored on the CSP.
Bob can decrypt all the files, whereas an employee in the



company can only decrypt the files that he is qualified to
read. Therefore, when an employee runs the RecipientsDec
algorithm to decrypt a file, the algorithm first tests whether
the given file belongs to the files that the employee can read.
If so, the algorithm will output a part of the ciphertext, and
then uses the corresponding result, and the employee’s private
key to decrypt the file. Otherwise, the algorithm will terminate.
This concludes the description of the ESC scheme.

VI. DISCUSSION

A. Performance

In the ESC scheme, the most expensive computation is the
computation for the bilinear map. Recall that the algorithms
RootSetup and DomSetup require no bilinear map computation.
Both the length of the system parameters, and the length of
a user’s private key fix within a small size. To encrypt a file
f to N employees Eq, ..., Ex in Company A, X runs the
One2ManyEnc algorithm, which needs to compute one bilinear
pairing of )y and Pp,;, and N point multiplication operations.
Note that the computation for the bilinear map is independent
of the file to be encrypted, and hence can be done once and for
all. Given the ciphertext C'y, Bob runs the UserDec algorithm,
which needs to execute one bilinear map operation, whereas E;
for 1 <17 < N runs the RecipientsDec algorithm, which needs
to execute the bilinear map operations for almost % + 3
times to recover f (% + 1 times for finding out rP;). The
length of the ciphertexts grows linearly with the number of
the recipients (It will increase a element € G, as the number
of the recipients increasing).

B. Security

We first provide an intuitive security argument. Recall
that a confidential file f is encrypted in the form of
Cf = [Uo,Ul,...,UN,V] = [’I“PO,Tpl,...,’I“PN,f (§5)
H5(é(Qo,7Ppob))]- Clearly, an adversary .4 needs to construct
é(Qo,7Ppop) to decrypt Cj.

Although @y and Pg,;, can be publicly available, due to the
DHP assumption [1], A is unaware of the value of random
mask 7. In other words, .4 cannot construct é(Qo, 7 Pgop)
directly. However, due to the properties of the bilinear map,
we have:

é(Qo,7Ppob) = é(mkoPo, 7 Ppob)
= é(Tpo,mk()PBob) = é(Ug, SBob)

That is to say, A can construct é(Uy, Spep) instead of
é(Qo,7Ppop) to decrypt Cy. To create such a pairing, the
adversary can only use private keys that were obtained in
a security game, as defined in Section IV. According to the
constraints in the security game, the adversary cannot request
private keys of any employee in Eq, ..., En.

In the security game, the only occurrence of Sp,, is in
the user private key, so the adversary has to use private keys

requested for E; outside E4, ..., En for the pairing, yielding

é(TPO, S + Oé)
= é(rPy, Spo» + mk; Py + )

= é(?"P(), SBOb)é(T‘Po, mePZ))é(TP()7 a)
= é(U()7 SBob)é(mkiPOa TPi>)é(7“P0, a)
= é(U07 SBOb)é(Qi) Tf)i)é(TPOa OZ)

for some «. To obtained é(Uy,Spey), the value of
é(Q;,rP;) has to be eliminated. However, the values of rP;
are unknown to the adversary, and cannot be constructed by
the adversary also due to the DHP assumption. Therefore,
the adversary cannot compromise the ciphertext. In Appendix
A, we will provide a more thorough security proof of our
construction under the BDH assumption.

VII. CONCLUSIONS

Cloud computing is one of the current most important and
promising technologies. For the sake of enjoying a more
comprehensive, scalable, and secure service, we proposed a
scheme to enable the upper-level user to efficiently share the
secure cloud storage services with multiple lower-level users.
Using our scheme, a sender needs to encrypt a file only
once, and store only one copy of the corresponding cipher-
text in a cloud communicating with none of the recipients.
But, the upper-level user and all the intended recipients can
successfully recover the file using their own private keys. The
proposed scheme is collusion resistant, in which any lower-
level user, who is not an intended recipient, is unaware of any
information in regards to the confidential file, even if all of
them collude.

As discussed in previous sections, a lower-level user needs
to execute the bilinear map operations for almost % +3
times to decrypt a file (% + 1 times for finding out a part
of the ciphertext that can be used to decrypt the file), which
will cost too much computational power. One of the biggest
advantages of cloud computing is that a user can retrieve the
files stored in a cloud anytime and anywhere. If a lower-level
user wants to retrieve the files when he is using a PDA with
limited bandwidth, CPU, and memory, our scheme may not
work well. We have an idea that enables a lower-level user
E; to send a short trapdoor to a CSP before retrieving files.
The trapdoor can enable the CSP to find out rP; without
leaking any information about the file. If so, a lower-level user
needs only to execute the bilinear map operations two times to
decrypt the file, which will largely reduce the computational
cost for decryption. In our future work, we will concentrate
on solving this problem.
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APPENDIX A
SECURITY PROOF

To analyze the security of the proposed scheme, we provide
the following theorem, which shows that the ESC scheme is
semantically secure if the BDH problem is assumed to be hard.

Theorem A.l: Suppose that algorithm A is an adversary that
has the advantage e of successfully attacking the ESC scheme.
Suppose algorithm A specifies N employees as the recipients,
and makes at most gg, > 0 hash queries to H5 and at most

qe > 0 private key extraction queries. Then, there is an adver-
sary B that breaks the BDH problem with the advantage
at least ¢ = 2eN¥ /qy,(e(qe + N))V, and a running time

O(time(A)). Here e = 2.71 is the base of the natural

logarithm.

Proof: Let Hy be a random oracle from {0,1}* to G7, and
Hj be a random oracle from Gz to {0,1}". Algorithm B is
given q, G1, Go, é, Py, o = aPy, p1 = Py, and pgy = v Py,
where < ¢, G, Go,é > are the outputs of a BDH parameter
generator for a sufficiently large security parameter, P is a
generator of Gy, a, (3, and ~y are random elements of Z;. Its
goal is to output D = e(g, g)*?" € G,. Let D be the solution
to the BDH problem. Algorithm B finds D by interacting with
algorithm A as follows:

Setup: Algorithm B sets Qg = po = aFp and gives algo-
rithm A <q, Gy, Gg, é,n, Py, Qo, Hy, Hy > as the system pa-
rameters, where H; and H, are controlled by algorithm B as
described below.

H;-Queries: Algorithm 3 maintains a list of tuples called
H;-List, in which each entry is a tuple of the form
(ID-tuple;, P-tuple ;, b-tuple,;, mk-tuple,, c-tuple ;). Hj-List is
initially empty. Algorithm 5 first adds ID-tuple,, = (IDpob)
to H;-List as follows:

1) Pick a random element mkpop € Zj.

2) Pick a random element by € Zg.

3) Set cgop = 1.

4) Set Ppop = bpoppir = bpopB50.

5) Put (IDgob), (PBob); (bBob), (MkBob), (cBob)) in Hi-
List.

When algorithm A queries H; at a point ID-tuple,, algorithm
B responds as follows:

1) If ID-tuple, = ID-tuple; where ID-tuple; already ap-
pears on H-List in the form of (ID-tuplej, P-tuple;;,
b-tuplej,mk-tuplej,c-tuplej), then algorithm B returns
H, (ID-tuple;) = P-tuple; € Gy to algorithm A.

2) Otherwise, algorithm B picks two random elements mk;
and b; € Z,.

3) Pick a random coin ¢; € {0,1} so that Pr[c; =0] = ¢
for some ¢ that will be determined later.

4) If ¢; = 1, algorithm B sets P; = b; Pp.

5) If ¢; = 0, algorithm B sets P; = b; Py — mk;gfl)bPBob,
where mkéib is the inverse of mkp,, modulo q.

6) Put (IDBoy, ID;), (PRobs Pi), (bBob: bi), (Mkpoy, mk;),
(¢Bob,¢;)) in Hi-List and return H;(ID-tuple,)=
(PBob, P;) € G1 to algorithm A.

Note that these values are always chosen uniformly in Gq, and
are independent of algorithm A’s view as required.

Hs-Queries: Algorithm B maintains a list of tuples called

H,-List, in which each entry is a tuple of the form (7}, V}).
The list is initially empty. When algorithm A queries Hs at a
point of T;, algorithm B checks if T; = T}, where T} already
appears on Ho-List in the form of (7}, V;). If so, algorithm
B responds to algorithm A with Hy(T;) = Vj. Otherwise,
algorithm B picks a random string V; € {0,1}", adds the
tuple (7;,V;) to Ha-List, and responds to algorithm A with
Hy(T;) =V,.

Phase 1: At any time, algorithm A may make a private

key extraction query on any ID-tuple, except for ID-tupley, ;.



Algorithm B responds to this query as follows:

1) Run the H;-Queries algorithm to obtain the appropriate
tuple (ID-tuple,, P-tuple,, b-tuple,, mk-tuple,, c-tuple, )
in H-List.

2) If ¢; = 1, then algorithm B reports failure to algorithm A
and terminates the interaction. Otherwise, we know that
P; = b;Py —mkp?, Ppoy, where mkpl, is the inverse of
mk o, modulo q.

3) Set Q-tuple; = (QBob, Q:), Where Qpop = mkpoppio =
kaobOlPO and Q7 = mklPO

4) Set S; = mkpopbitio = mkpopb;aPy and return (S;,
Q-tuple;) as the private key corresponding to ID-tuple;
to algorithm A.

Observe that: Qg = o = aPy and Qpoy = Mkpoplto =
mkpopa Py, so the root master key is «, whereas Bob’s master
key is mkpopa. Although algorithm B does not know the
values of o and mkp.p, it can output a correct private key
for ID-tuple;.

By definition, the value of S; should be aPgop+amkpoy P;.

Si = aPpop + amkpep P;
= aPpop + amkpey(biPy — mkpoy " Prob)
= aPpop + amkpepb; Py — aPpep
= mkpopbilio

Therefore, (S;,Q-tuple;) is the correct private key for
ID-tuple,.

Challenge: Once algorithm .4 decides that Phase 1 is over,
it outputs N, ID-tuples: ID-tuple,, ..., ID-tuple,;, and two
plaintext fy, f1 on which it wishes to be challenged. Algorithm
B responds as follows:

1) Run the H;-Queries algorithm to obtain the appropriate
tuples (ID-tuple;, P-tuple,, b-tuple,, mk-tuple,, c-tuple,)
in Hq-List, for 1 <7 < N.

2) If ¢; = 0, then algorithm B reports failure to algorithm
A and terminates the interaction. Otherwise, we know
that Pgop, = bpop 8Py and P; = b; Py, for 1 <i < N.

3) Pick a random b € {0,1} and a random string J €
{0,1}", and give the ciphertext C' = (uga, bypa, .. .,
bz, J) to algorithm A.

Note that this challenge implicitly defines J =
Hy(é(vpo, Paob))- In other words:

J = fo @ Ha(é(yaPy, bposSF0))
= f, ® Hy(é(Py, Py)75b500)

fo @

By definition, Bob’s private key is (Spob, Q-tupleg,, ), wh-
ere Spoy, = aPpop and Q-tuplep , = (QBob) = (MEBobito)
= (mkpopyaPy). He computes J ® Ho(é(p2, Spop)) to recover
the file f;. Observe that:

J & Hz(é(pu2, Spov)) = J & Ha(é(vFo, aPpob))
= J ® Hy(é(ayPy, Ppob))
= J @ Ha(é(yuo, Pob)) = fo

By definition, E;’s private key is (5;, Q-tuple,), where S; =
aPpoy + mkpopaP; and Q-tuple;, = (Qpop, Q) for 1 < i <

N. He computes J @ Ha(é(u2,S;)/é(Qpob, biji2)) to recover
the file f;. Observe that:

J @ Ha(é(p2,Si)/e(Qpob, bip2))

(2, Ppop + mkporaP;)/€(Q Bob, bift2))
(p2, aPpoy)€é(p2, mkpopaP;) /€(Q Bob, bit2))
(vPo, aPpob)€(Q Bob, bivFo) /€(QBob, bivFo))
(yaPy, Ppoy))

Hence, C is a valid ciphertext for f; as required.

Phase 2. Algorithm 4 can continue issuing more private
key extraction queries other than ID-tuple,, ..., ID-tupley.
Algorithm B responds as in Phase 1.

Guess: Algorithm A outputs its guess b € {0,1} for b.
At this point, algorithm B picks a random pair (73, V;) from
Hs-List, and outputs °Ba¢/T; as the solution to D.

To complete the proof of Theorem B.I, we now show
that algorithm B correctly outputs D with the probability
at least 2eN" /qp,(e(qg + N))VN. In the first place, we
calculate the probability that algorithm B does not abort
during the simulation. Suppose algorithm .4 makes a total
of gp private key extraction queries. Then, the probability
that algorithm B does not abort in Phase 1 or 2 is 7. And
the probability that it does not abort during the challenge
step is (1 — &)V. Therefore, the probability that algorithm
B does not abort during the simulation is 7% - (1 — §)V.
This value is maximized at 6,5 = 1 — N/(qg + N). Using
dopt, the probability that algorithm B does not abort is at
least (N/e(qe + N))V. In the second place, we calculate
the probability that algorithm B outputs the correct result in
case algorithm 5 does not abort. Let () be the event that
algorithm A issues a query for V. If —(Q, we know that
the decryption of the ciphertext is independent of algorithm
A’s view. Let Pr[b = b'] be the probability that algorithm
A outputs the correct result, therefore, in the real attack
Pr[b = b'|-Q] = 1/2. Since algorithm A has the advantage
e, |Prlb = b'|-Q] — 1/2| > €. According to the following
formulae, we know Pr[Q] > 2e.

Prip=b] = Prib=0|-Q]Pr[-Q]
+ Prlb=1bQ|Pr(Q]
< 1/2Pr[=Q] + Pr(Q)]
= 1/2+1/2Pr[Q)]
Prib="b] > Prb="b[-QIPr[-Q
= 1/2Pr[-Q)]
= 1/2-1/2Pr[Q]

Therefore, we have that Pr[Q] > 2¢ in the real attack.
Now we know that algorithm A4 will issue a query for V
with the probability at least 2e. That is to say, the probability
that V appears in some pair on Hy-List is at least 2e.
Algorithm B will choose the correct pair with the probability
at least 1/qyy,, thus algorithm B produces the correct answer
with the probability at least 2¢/qp,. Since algorithm B does
not abort with the probability at least (N/e(qg + N))V,
we see that algorithm B’s success probability is at least
¢ =2eNY /qy,(e(qre + N))V, as required. [ |
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